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Abstract: Information assurance (IA) is the practice of protecting and defending
information systems by ensuring their availability, confidentiality, integrity, au-
thentication, and nonrepudiation. As a discipline, 1A grew from the practice of in-
formation security. It plays a crucial role in a networked infrastructure of e-com-
merce, e-business, and e-Government. For this reason, IA is a serious worldwide
concern of organizations, industry, governments, and academia. This paper pro-
vides a brief introduction on information assurance, the benefits it brings, and the
challenges in the implementation of the concept.
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Introduction

Due to security concerns, organizations worldwide need to continuously seek safety
and protection of information assets such as patient information, key components of
the technical information system, and critical personnel. Consumer fraud on the In-
ternet is mounting, resulting in financial losses and distrust in e-commerce websites.
Information assurance (IA) has been proposed to counter this trend. It is the process
of protecting information from theft, destruction, or manipulation. A is increasing in
importance as threats (e.g., virus, rumor) abound in the highly connected and distrib-
uted information sharing environment.

The term “information assurance” was first used by the U.S. government. Information
assurance is an interdisciplinary field which requires expertise in computer science,
systems engineering, law, risk management, information security, forensic science,
and criminology. It plays a crucial role in the information infrastructure that supports
commerce, banking, telecommunications, health care, and national security.
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Information assurance is more inclusive than information security in that it involves
not only protection and detection but includes survivability and dependability of the
information system that has been subject to successful attack.

Pillars of Information Assurance

Information assurance includes protection of the integrity, availability, authenticity,
non-repudiation and confidentiality of user data.

e Integrity: This is making sure that no one tampers with an information sys-
tem. 1A maintains integrity by having anti-virus software in place so that
data is not tampered with.

e Availability: This ensures that information is timely made available to users
who are allowed to have reliable access to the information system. This may
involve protecting against any threat that could block access to the system.

e Authentication: This is ensuring that users are who they say they are. This is
done using user names, passwords, biometrics, tokens, etc.

e Confidentiality: This ensures that information is kept confidential. For exam-
ple, confidentiality is important in the military, where only people with
clearance can access classified information.

e Nonrepudiation: This ensures that the sender of the data is provided with
proof of delivery by the recipient so neither can later deny having processed
the data.

IA involves all of the people and technologies employed to ensure that the funda-
mental pillars are satisfied throughout the lifecycle of the information system. These
five pillars are not independent. Interactions between them can be problematic. For
example, availability introduces conflicts with at least three of the other four pillars —
confidentiality, integrity, and authentication.

Benefits and Challenges

Al promises to provide effective and efficient ways to protect information systems.
This can be challenging even with the most advanced technology and trained IT pro-
fessionals. Some of the benefits of effective 1A include operational benefits, tactical
benefits, strategic benefits, and organizational benefits. These benefits are illustrated
in Figure 1.2

There is a need to produce more qualified IT professionals in information assurance
to meet the workforce shortage. It is urgently imperative that students in computer
science, engineering, and business be trained in IA. The long-term goal may be to de-
velop a track in IA at the undergraduate and graduate levels. Such efforts will provide
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students with technical concepts as well as hands-on experience in securing the
world’s information systems.> Companies such as Cisco, SANS, and CompTIA pro-
vide industry-based certifications on IA. But training students for degrees and certifi-
cates in IA is challenging. It is difficult to have a consensus on what to cover and to
determine a measure of success. Due to the fact that Information Assurance is a rela-
tively new field of study, it suffers accreditation.’

Success of 1A policy critically depends upon whether employees comply with it. The
propensity for IA compliance may vary from individual to individual depending on
attitude and previous experience with technology. An employee who has a positive
attitude toward technology will have a stronger intention to comply with 1A policy.®
Another challenge with 1A is the pressure on IT professionals to remain current with
the ever-changing security technologies.
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Figure 1: Benefits of Effective Information Assurance.
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The commonly assumed attributes of sensor nodes, such as low energy, low compu-
tational power, unattended operation, and wireless connectivity have posed as chal-
lenges in implementing IA in sensor networks.®

Conclusions

Effective information assurance is crucial to reliable management decision-making,
lasting customer trust, and good governance in all industry and government. An ef-
fective approach to IA requires an on-going assessment of evolving cyber threats. 1A
is of both national and international concern because of the increased reliance of gov-
ernmental, military, and financial institutions on networked infrastructure. There are
standards on information assurance issued by several national and international
bodies.
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