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ABSTRACT:

This article presents results from the analysis of the CIO functions, role and
responsibilities in the public administration, serving as a basis for establish-
ment of a common profile of ClOs. This is expected to reduce the obstacles
and facilitate the digital transformation in the public sector in line with the
modern technological progress and management approaches, which are ap-
plied to meet the requirements for effectiveness and efficiency of e-govern-
ment. The author suggests a new hierarchical structure of the management
bodies, including ClOs, in public administration of Republic of Bulgaria, and
elaborates on the pros and cons of this proposal.

The approach is tested in the development of CIO function in Institute of
Information and Communication Technologies and the Bulgarian Academy of
Sciences as a federation of more than 40 entities. Core elements of the ap-
proach are tested in the framework of the ECHO project under H2020 for de-
velopment of a governance model of the European cyber security collabora-
tive trusted network organization.
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Introduction: CIO role, Responsibilities and Functions in the Public
Administration

Chief information officer (CIO), chief digital information officer (CDIO) or infor-
mation technology (IT) director are job titles commonly given to the most senior
executive in an enterprise who works with information technology and com-
puter systems in order to support enterprise goals.

Typically, the CIO reports directly to the chief executive officer (CEO), but may
also report to the chief operating officer (COO) or chief financial officer (CFO).
In military organisations, the CIO reports to the commanding officer. The role
of chief information officer was first defined in 1981 by William R. Synnott,*!
former senior vice president of the Bank of Boston, and William H. Gruber, a
former professor at the Massachusetts Institute of Technology Sloan School of
Management.'? A CIO could sometimes serve as a member of the board of di-
rectors.

Role of the CIO

Synnott and Gruber first coined the term CIO in 1981 as the “senior executive
responsible for establishing corporate information policy, standards and man-
agement control over all information resources.”*?> Hence, the CIO was de-
scribed as a manager, and not just a technical expert. Since the CIO was an amal-
gamation of both the IT specialist and a management guru, the literature has
identified several attributes that CIOs must have. According to Rockart, Ball and
Bullen (1982) an important attribute is that of manager as well as technical ex-
pert.3® Other attributes include political, organisational and communication
skills; involvement in, understanding of and experience in the overall manage-
ment of the business; understanding of and ability to manage technological ex-
perts; development of appropriate human resource management skills; plan-
ning skills with particular importance on strategic planning and management of
change; and sensitivity to the human, organisational and social impacts of new
technology, and ability to proactively plan . This view indicates that the CIO is
seen firstly as a management executive, and then technical expert. Passino and
Severance *? further corroborate the findings of Rockart and co-authors by sug-
gesting that the new executive was firstly a business generalist and secondly a
technology specialist.3® This confirms that the CIO role will always be associated
with technological issues. Feeny, Edwards and Simpson 2® advocate that the fol-
lowing are ideal for a ClO profile:2®

e Honesty, integrity, sincerity, openness;

Business perspective, motivation, language;

e Communicator, educator, motivator, leader, politician, relationship
builder;

Continuously informed on developments in IT, able to interpret their sig-
nificance to the business; and

Change oriented team player, catalyst to business thinking.
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The above attributes are in some ways similar to those first identified by
Rockart et al. (1982) discussed earlier.3® The only component missing is the no-
tion that the CIO must have the skills to be a manager of managers, which is
acknowledged by Feeny et al.?®

Another description of the CIO by Remenyi, Grant and Pather’s is that of ‘cha-
meleon’ with regard to their attributes and required skills.?® Four specific char-
acteristics identified are believed to be attributes of both the CIO and the cha-
meleon. They are: ability to change; ability to see in multiple directions; to strike
fast when required and the ability to hang on when the going gets tough. This
description suggests that the role requires the ability to (a) adapt to a constantly
changing environment, (b) able to envision the organisation in a holistic man-
ner, (c) remain ahead of the game on technological development, and (d) en-
dure the tough times when unrealistic expectations and failures occur.

From the discussion of the attributes and skills of the CIO it is apparent that
the CIO, to successfully integrate with the organisations executive team, cannot
purely be a technology expert, but must also have sufficient managerial skills. It
is via the managerial skills that the CIO can effectively exploit the information
technology within an organisation and gain credibility for further such invest-
ment.

Responsibilities of the CIO

The literature presents a variety of perspectives on what constitutes the respon-
sibilities of the CIO. Rockart et al. identified the role as having three, increasingly
significant parts: diminishing direct line responsibilities; increasing staff orien-
tation; and corporate responsibility for information resource policy and strat-
egy.% Highbarger (1988) is of the opinion that CIO responsibilities entail cost
effectiveness, technological competitiveness and organisation.?® They also con-
tentious issues of the CIO role such as struggle for tenure, a lack of financial
support, and determining value add from IT investments. Overall CIOs are re-
quired to have strong organisational skills, as at the end of the day they are an
executive manager first and foremost. Six long term areas of responsibility sug-
gested by Stephens, Ledbetter, Mitra and Ford3® are: policies, procedures,
guidelines or standards for information resources; strategic planning for infor-
mation resources, linked to business planning, to provide improved organisa-
tion functions and competitive advantage; approval/ acceptance of expendi-
tures; coordination of information technology, functional units, environment;
education of management, especially top management, on potential uses of
technology; and environmental scanning. More recently, Polanksy, Inuganti and
Wiggins 3 identify CIO responsibilities to be IT strategy, IT governance, IT organ-
isation and staffing, technology architecture, technology awareness, corporate
governance, business intelligence, business transformation, customer care and
Internet and e-business.

The above CIO responsibilities indicate that the CIO is an information tech-
nology and communications executive, with finance and human resources as a
flow-on effect, not a driving factor. The above overview of the literature high-
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lights the nature of the roles and responsibilities, and that the role has evolved
considerably since its formation in the early 1980s. However, the future of the
ClIO role remains questionable.

CIO Functions

The chief information officer of an organization is responsible for several busi-
ness functions. First and most importantly, the CIO must fulfil the role of a busi-
ness leader.® The CIO makes executive decisions regarding matters such as the
purchase of IT equipment from suppliers or the creation of new IT systems. Also,
as a business leader, the CIO is responsible for leading and directing the
workforce of their specific organization. A CIO is typically “required to have
strong organizational skills.”*° This is particularly relevant for the chief infor-
mation officer of an organization who must balance roles and responsibilities in
order to gain a competitive advantage, whilst keeping the best interests of the
organisation's employees in mind. ClOs also have the responsibility of recruit-
ing, so it is important that they work proactively to source and nurture the best
employees possible.

ClOs are directly required to map out both the ICT strategy and ICT policy of
an organisation. The ICT strategy covers future-proofing, procurement, and the
external and internal standards laid out by an organization. Similarly, the CIO
must develop the ICT policy, which details how ICT is utilized and applied. Both
are needed for the protection of the organization in the short and long term and
the process of strategizing for the future. Paul Burfitt, former CIO of Astra-
Zeneca, also outlines the role of the CIO in IT governance, which he refers to as
the “clarifying [of] accountability and the role of committees.”*

In recent years, ClOs have become more closely involved in customer-facing
products. With the rising awareness in organizations that their customers are
expecting digital services as part of their relationship with an organization, CIOs
have been tasked with more product-oriented responsibilities. A clear example
of this can be seen at facilities management company Mitie where former CIO
of energy firm Centrica Davi Cooper is the CTIO and has an agenda to create
online services for their customers.™

Supporting Hierarchical Structures of ClOs in the Public Administration
on National Level

The hierarchy that should be established in support of role, responsibilities and
functions of ClOs in public administration is as following:

e National Chief Information officer (NCIO), reporting directly to the Prime
Minister of the Republic of Bulgaria or one of Deputy Prime Ministers;

e Deputy National Chief Information officer (DNCIO) and National Chief
Technology Officer (NCTO), reporting to NCIO directly;
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¢ Deputy Chief Information officer on Information Security (DCIOIS), re-
porting to NCIO and DNCIO or National Chief Information Security Officer
(NCISO);

e Deputy Chief Information officer on General Services (DCIOGS) administra-
tion, reporting to NCIO directly and if he is absent to (DNCIO).

To achieve effective co-ordination of ClOs throughout the public administration,
effectiveness and interoperability of national Communications and Information
systems (CIS) is necessary to be established strong hierarchy and the following
council and committees:

e National CIO council (NCIOC). The chairman of NCIOC is National CIO and
deputy chairman is Deputy NCIO. Members of the NCIOC are all CIOs of
direct reporting to the Council of Ministers public administrations (minis-
tries and national/government agencies).

e National Chief Information Security Officer (CISO) Council (NCISOC). It is
chaired by Deputy Chief Information officer on Information Security
(DCIOIS) or National Chief Information Security Officer (NCISO).

e National CIO department (NCIOD). The head of NCIOD is National ClO and
deputy head is Deputy NCIO.

- Innovation Committee to the National CIO council. Innovation Com-
mittee is chaired by the Deputy National Chief Information officer
(DNCIO);

- Services, Strategy, and Infrastructure (SSI) Committee to the National
ClO council. It is chaired by the CIO of E-government Agency;

- Workforce committee to the National CIO Council. It is chaired by the
Deputy Chief Information officer on General Services (DCIOGS).

On the Fig. 1 below are shown the structures that support National Chief In-
formation officer (NCIO) on national level. These structures should be a part of
supporting administration of Council of Ministers of the Republic of Bulgaria.

About the NCIO Council

The National Chief Information Officer (NCIO) Council is the primary body for
interagency CIO collaboration and communication. The Council is led by the Na-
tional CIO, and deputy chair is Deputy National Chief Information officer
(DNCIO).

The NCIO Council is dedicated to improving the design and development of
communications and information systems of the Republic of Bulgaria through:
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Figure 1: Structures in hierarchy in support to National Chief Information Officer
(NCIO).

e Communications and information systems (CIS) strategy and policy devel-
opment;

e Strategic hiring and training of communications and information technol-
ogies professionals;

e Sharing of best practices; and

e Promotion of shared services.

The Council promotes collaboration and community building among the public
administration (ministries and national/government agency) ClOs for the pur-
poses of openly sharing information, transferring knowledge, and developing a
unified approach for addressing National Communications and information sys-
tems challenges and handling prominent.

Strategic Focus Areas are:

e Strategy and policy development in the area of CUS systems in the Repub-
lic of Bulgaria;

¢ Management and development of CIS systems in the country;

e Comprehensive Risk Assessment & Framework of the CIS systems in the
country;

e Shared Services;
e Performance Metrics.
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About the NCISO Council

The National Chief Information Security Officer (NCISO) Council is the primary
body for inter-agency CISO collaboration and communication. The Council is led
by the National CISO, who is and Deputy National CIO on Information Security
(DCIOIS), and co-chair who's a member of the Council, elected to serve in that
role.

The NCISO Council is dedicated to improving the cybersecurity posture of the
Republic of Bulgaria through:

e IT security policy development;

e Strategic hiring and training of cybersecurity professionals;

e Sharing of best practices; and

e Promotion of shared services.
The Council promotes collaboration and community building among the public
administration (ministries and national/government agencies) CISOs for the
purposes of openly sharing information, transferring knowledge, and develop-

ing a unified approach for addressing National IT security challenges and han-
dling prominent.

Strategic Focus Areas are:

¢ |dentity Management;

e Comprehensive Risk Assessment & Framework;
¢ Vulnerability Response;

e Shared Services;

e Performance Metrics.

About the NCIO Department

The National Chief Information Officer (NCIO) Department is the supporting
body for National Chief Information Officer (NCIO). The department is led by
the National CIO, and deputy chief is Deputy National Chief Information officer
(DNCIO).

About the Innovation Committee

Innovation can bring about both incremental growth and radical change in how
we use technology to serve the American people. The Innovation Committee,
which operates under the authority of the National CIO Council, helps ministries
and agencies to speed the adoption of new practices, processes and technolo-
gies. It is chaired by Deputy National Chief Information officer (DNCIO) and
NCTO.

Strategic Focus Areas are:

e Investigating Emerging Technology;

e Innovative Acquisition Efforts;
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e Data Analytics and Big Data;
e Sharing Best Practices;
e Transforming Mobility.
About the Services, Strategy, and Infrastructure (55I) Committee

The SSI Committee operates under the authority of the CIO Council. In further-
ing the Council’s goals, the Committee addresses topics with the area defined
by the Committee’s Purpose through:

e the application of Council resources to develop strategies and policy advice
and to sponsor or host events;

e the participation of Committee members;
e coordination with the Office of Federal ClIO; and

e communication to the Federal IT community.

Strategic Focus Areas are
The committee focuses on acquisition reform and National Communications
and IT infrastructure through execution of the following policies and initiatives:

e National Communications and Information Technology Acquisition;

Technology Business Management (TBM);

Data Centre Optimization Initiative (DCOI);

Capital Planning and Investment Control (CPIC);

Information Resource Management (IRM);

Enterprise Architecture (EA);
e Shared Services.

About the Workforce Committee

The Workforce Committee’s agenda encompasses the full employment life cy-
cle: workforce planning, recruitment, retention, and career development. They
work with the HR community to develop, implement and communicate strate-
gies to recruit, retain, and manage a fully trained and qualified IT workforce that
meets current and future mission requirements. The Workforce Committee is
committed to its strategic goal of providing the National Government with a
cadre of highly capable IT professionals with mission critical competencies to
meet ministries and agencies goals. It is chaired by the Deputy Chief Information
officer on General Services (DCIOGS).
Strategic Focus Areas are:

e Multi-Agency and ministries Recruitment and Hiring Event;

o IT Track of the Council of Ministers’ Management Council Interagency and
ministries Program for workforce development;
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e Position Description Library;
e Strategic Career Roadmaps.

Conclusions: CIO Hierarchical Structures in the Public Administration
on National Level and Digital Transformation

Establishment of new ClOs hierarchical structure in public administration can
be done after the institution of Chief Information Officers is established in the
Republic of Bulgaria.

There is a strong need of reform in the area of management, design and de-
velopment of Communications and Information systems (CIS) in the country.
The proofs for this need are recent faults in the CIS systems of public admin-
istration of Bulgaria and data leaks.

The institution of CIOs is established in the countries of European Union and
North America long time ago and Bulgaria is delayed in this process. This is im-
portant and crucial to ensure and guarantee effective data transfer and com-
munications between Bulgarian and Euro-American CIS systems.

The institution of CIOs is fundamental to guarantee continuous digital trans-
formation of CIS systems. This transformation will lead to effective E-govern-
ment, improved interoperability between the CIS systems of public administra-
tion, improved efficiency of the CIS systems and big savings of spent funds, be-
cause there will be avoided duplications of systems and functions in different
bodies of public administration.
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