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ABSTRACT:

Problems of global international security increasingly depend on high-tech
solutions, computer systems and information technologies, which are aimed
at adapting the security and defence of countries to new realities and
challenges in the context of hybrid wars and the Covid-19 pandemic. In this
context, this volume of “Information & Security” presents six original articles
addressing development in NATO the European Union, and Ukraine, focusing
on the challenges in attempts to align Ukrainian concepts and standards to
established good practice in the experience of the West.
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The rapid development and incorporation advanced communication and in-
formation technologies changes all spheres of life. Particularly challenging, and
of high interest to the public, is the provision of safe and secure use of technol-
ogy without slowing down the process of digital transformation while enhanc-
ing the resilience of services, the economy, communities, and the society at
large.!

Often, NATO and the European Union play a lead role in establishing good
practices. As Ambassador Peter Popchev points out in his contribution to this
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volume, the cooperation among the two organisations turns into a driving fac-
tor for promoting values, approaches, and standards in enhancing the resilience
to cyberattacks, in this case seen as a component of hybrid operations.?

Mariia Pleskach and co-authors add to the conceptual developments in the
field of cybersecurity the standards of ISO, ITU, and ETSI and provide convincing
rationale that the harmonization of Ukrainian with the international standards
is essential for saving financial resources and time, and ensuring cross-border
cooperation.?

Olha Izmailova et al. continue the topic of cyber/information security laying
the foundation of an elaborate, rigorous decision-making approach in assessing
risks to banking information systems with account of variety of losses.*

Major-General (ret.) Oleksandr Polischuk traces the origins of the idea of a
“defence ecosystem” to the experience of the United Kingdom.> Upon its critical
evaluation, the author reasons that it can be used as a model of Ukraine’s
security and defence organisation based on functional integration of the
capabilities of all main security and defence actors and outlines necessary
legislative challenges.

The two remaining contributions study the role of the human factor for
preserving information security during the COVID-19 pandemic and the use of
advanced UAVs for civilian purposes.
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