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A B S T R A C T : 

The article addresses the problem of estimating the expected losses of a bank 
when information security threats to functioning computer systems material-
ize. A scenario approach to solving the problem is developed based on multi-
criteria decision-making methods, taking into account quantitative and quali-
tative indicators and expert assessment, and applying the analytic hierarchy 
process for comprehensive assessment of expected losses in probabilistic 
terms. That allows to take into account different levels of the hierarchy of cri-
teria and the weight of their impact on the calculated results. The process of 
estimating the probability of materialization of various threats under ac-
cepted standards and situational conditions, the actions of the attacker and 
the consequences on the bank’s functioning is formalized. Expert assessments 
are grouped with control over the sufficiency of the degree of logic and dis-
persion of opinions of each expert, compliance with the established require-
ments for the degree of consistency of opinions of the group of experts, as-
sessment and formalized consideration of the degree of their competence. 
The process of assessing expected losses is presented as a daily business pro-
cess of the functioning of the bank’s security system. 
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Introduction 

Ensuring effective information security of information and analytical systems is 
a fundamental basis for the successful functioning of banks, banking and 
payment systems, which are indicated as a critical infrastructure of the 
country.1,2 The implementation of business processes is impossible without the 
use of a variety of secure information, analytical and computer systems. Ways 
and tasks of ensuring information security of such systems based on different 
conditions, target tasks of ensuring the level of protection, require the 
implementation of different types of alternative solutions for the organization 
of security.3,4 To justify the required level of protection, many factors that form 
the basis for performing functional tasks of the organization and standards on 
information security problems are taken into account.5,6 In the course of their 
activities, banks analyse and assess risks regarding the degree of their impact 
and threats that arise, and constantly set tasks for improving and optimizing the 
structure of security and cybersecurity systems. Optimization of security 
systems involves generating a variety of compromise solutions, among which 
some allow certain risks to be accepted, and this can be used by banks to 
increase their profits. 

The applied task of risk analysis of information-analytical and computer 
systems is to identify hazards-sources of risks, determine probability of occur-
rence and materialization of threats, assess the consequences and losses from 
the materialization of the threat. In this regard, the accuracy and reliability of 
the qualitative and quantitative assessment of the bank’s expected losses from 
the consequences of materialized threats directly affect ensuring the level of 
information security of the bank. 

Analysis of Referenced Sources 

There is an urgent need to improve risk management systems in banks and pay-
ment systems as caused by a variety of new factors of influence and types of 
fraud, which are actively and dynamically developing due to global digitaliza-
tion, uncertainty and complexity of the external and internal environment of 
their functioning.  

Modern innovative ideas and practical recommendations of many domestic 
and foreign scientists and researchers on risk management are common in sci-
entific publications. In works 7-10, the results of research on the search for solu-
tions for effective risk management and countering threats are presented, 
which are the basis for specific business processes of banks and payment sys-
tems and their implementation in relevant information and analytical sys-
tems.11,12 A system of risk classification of banks and payment systems is pro-
posed, their analysis and implementation features in the financial sphere and 
information systems of financial institutions were carried out.13-15 Mathematical 
models and algorithms for risk analysis in banking activities and problems of 
ensuring the security of banks and payment systems have also been explored.16-

19  
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In modern conditions, risk management is increasingly moving away from the 
strict target setting for avoiding and minimizing risks and aims at forming com-
promise solutions – the possibility of taking a certain level of risk and using it in 
favour of the bank. This is due to the fact that when implementing business 
processes, various types of risks arise, some of which require reduction, others 
– analysis and accounting. The risk management system organically covers all 
business processes and implements effective risk management as a component 
of the overall information security system of financial systems. 

From a systemic point of view, risk assessment is based on taking into account 
three of its components: 

𝑅 = 𝑝1 ∙ 𝑝2 ∙ 𝑤,                        (1) 

where 𝑝1 is the probability of a threat; 𝑝2 is the vulnerability of the object to 
the threat; 𝑤 is loss assessment during threat materialization. 

When implementing information and analytical systems for banks, a scenario 
approach is used, which is based on the use of alternative models and methods 
to support business processes and provide security systems.16, 20, 21 The basics 
of this approach were designed in the development of decision support systems 
(DSS),22,23 where it was important to combine models and methods, rules for 
forming information and logical connections between the components of the 
DSS, which made it possible to implement alternative scenarios and the se-
quence of solving problems. 

Mathematical models and methods of risk assessment are defined in the NIST 
SP 800-30 Risk Assessment Manual,24 and the OWASP Risk Assessment Meth-
odology.25 They provide for assessing the level of losses and the probability of 
risk realization on a qualitative scale without its quantitative interpretation. 
More complex methods, such as OCTAVE, Allegro, MEHARY, NS Magerit,26 take 
into account the influence of information resource relationships, and are used 
when forming security measures, databases of possible threats. A special fea-
ture of these works is that the loss is assessed based on a single generalizing 
indicator. It is assessed without formalized structuring of expert opinions on in-
dividual criteria that are components of the aggregated loss indicator. 

The argument for a significant positive impact on improving the results of 
assessment based on structuring the expert opinions in assessing loss based on 
many criteria have already been a subject of research studies.27,28  

When implementing the scenario approach, an important component of the 
effectiveness of risk management is the perfection of models and methods for 
determining the cost of losses that may arise when materializing certain threats 
and risks for the bank’s information and analytical systems. The accuracy of the 
assessment of possible loss is a certain measure of risk assessment reliability, 
the reliability of identifying the most vulnerable points of hazards and minimiz-
ing risk to use measures to achieve established standards and guarantees.  

In scientific publications, the assessment of the cost of loss is considered as a 
complex multi-criteria indicator, characterized not only by financial losses. A 

https://uk.wikipedia.org/wiki/OWASP
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theoretical model for assessing factors that determine compromise was pro-
posed based on two criteria – the level of banking competition and the level of 
risk at the credit level.29 The amount of loss was considered as the sum of bino-
mially distributed random variables that depend on the parameters of attacks 
and defences, combining economic losses, time and recovery costs.30  

The analysis of current research areas shows that the assessment of possible 
loss departs from the standard of accounting only for financial costs, requires 
the use of large amounts of statistical data collected from various sources: sim-
ilar cases, information from various organizations (government agencies, com-
puter emergency response teams, industry associations, banks, publications 
and electronic information resources). On their basis, quantitative indicators of 
losses can be formed, methods of qualitative assessment of information risks 
can be improved, taking into account the human factor, mathematical models 
and methods of expert assessment. However, the reliability of these data is not 
guaranteed, which requires further research. The question of estimating the 
value of information actually lost as a result of incidents remains open. From 
the point of view of a systematic approach, it is necessary to define the princi-
ples of development and requirements for alternative scenarios, models and 
methods that are the basis for their implementation in threat research and as-
sessment of expected losses.  

Problem Statement 

Based on the analysis of references, it is possible to conclude that today the 
possibilities of accepting a particular level of loss in the materialization of 
threats arising in the course of banking activities are not sufficiently studied. To 
do this, it is necessary to develop appropriate tools for conducting an expert 
assessment of losses from materialization of threats during banking processes 
to further classify the estimates obtained. The results of the assessment of 
losses from materialization of a particular threat can be used for further deci-
sion-making on the possibility of making a projected level of loss when materi-
alizing a threat to improve the efficiency of banking activities. Applying this ap-
proach will allow us to find a rational compromise between the need to 
strengthen security measures in banking activities to reduce losses and effective 
business conduct, since quite often the introduction of strict restrictions can 
negatively affect the bank's competitive ability in the market. 

The problem statement can be formalized as follows. Let the bank operate a 
fixed set of information systems (IS) 𝑖 ∈ 𝐼 = {1,2, . . . , 𝑘∗}. Each IS has a set of 

information assets: 𝐴𝑖 = {𝑎1
𝑖 , 𝑎2

𝑖 , … , 𝑎𝑠
𝑖 , … , 𝑎

𝑠𝑖
′

𝑖 } , 𝑖 ∈ 𝐼. 

An information asset is an information or resource (information, technical, 
software) that is subject to protection in the bank, its information networks and 
systems.  

Examples of the bank's 𝑎𝑠
𝑖 ∈ 𝐴𝑖 , 𝑖 ∈ 𝐼 assets are:  

https://uk.wikipedia.org/wiki/CERT-UA
https://uk.wikipedia.org/wiki/CERT-UA
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• actual information assets: databases and database files, system docu-
mentation, user manuals, training materials, technical maps for the sup-
port and maintenance of the bank’s IS, archival data, data about the 
bank’s customers and their transactions, etc.; 

• software assets: system and application software, development tools and 
utilities; 

• physical assets: computer equipment, communication equipment, other 
technical equipment, furniture, premises, etc.; 

• services: information, computing, communication services, etc. 

Then: 𝐴 = ⋃ 𝐴𝑖𝑖∈𝐼 , a set of information assets of all IS in the bank. For each 
IS 𝑖 ∈ 𝐼, a finite set of possible threats is known for a certain time:  

𝑍𝑖 = {𝑧1
𝑖 , 𝑧2

𝑖 , … , 𝑧𝑙
𝑖, … , 𝑧

𝑙𝑖
′

𝑖 } , 𝑖 ∈ 𝐼.  

It is important to note that multiple threats can be sorted into specific threat 

classes, for example, as follows: 𝑍𝑖𝑧𝑙
𝑖 ∈ 𝑍𝑖 

• for implementation of: encroachment on confidentiality; interference 
with data integrity; system failure (malfunction). 

• according to the method of influencing the system: obtaining unauthor-
ized access to system objects; connecting to the system by creating secret 
channels. 

• by the nature of the impact on the system: active impact is when the sys-
tem state changes as a result of the threat materialization; passive impact 
is when the system state remains unchanged as a result of the threat im-
plementation, but the attacker gets access to the confidential sensitive 
information. 

• as a result of security errors: when implementing security tools, the pos-
sibility of materializing a threat was not taken into account; incorrectly 
organized management and control over personnel actions; errors in 
software algorithms. 

• by attack tools: standard software; specially designed programs, etc. 

The main examples of threats 𝑧𝑙
𝑖 ∈ 𝑍𝑖 to the bank's information security are:   

• fraud with financial instruments by bank employees; 

• collusion of clients with bank employees or collusion between bank em-
ployees; 

• abuse of authority by bank employees; 

• theft, loss, destruction and disclosure of confidential information; 

• forgery of documents; 

• providing false information about individuals and purposes of financial 
interaction; 
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• fraud with financial instruments; 

• cyber fraud; 

• unauthorized access to computer systems and networks; 

• introduction of fraudulent programs into computer systems, etc. 

Denote by 𝑍 = ⋃ 𝑍𝑖𝑖∈𝐼 , a set of all possible threats to all bank’s IS. The threat 
sets for different IS may differ, but the same threat may be for many IS. The 
bank’s IS and their information assets do not function in isolation, because they 
are united by a set of business processes performed in the bank, so a certain set 
of threats at a certain point in time is determined, because the impact and in-
terference in the bank's activities are constant and change with the advent of 
new information technologies.  

Denote by 𝐺 = ⋃ 𝐺𝑖𝑖∈𝐼  the set of functional tasks of the bank, the perfor-
mance of which is assigned to the IS that ensure the implementation of the 
bank's business processes, where 𝐺𝑖 = {𝑔1, 𝑔2, … , 𝑔𝑖, … , 𝑔𝑖∗}, a set of business 
processes in the bank’s IS that ensure the achievement of functional tasks. Thus, 

𝑔𝑖 = {𝑔1
𝑖 , 𝑔2

𝑖 , … , 𝑔𝑚
𝑖 , … , 𝑔

𝑚𝑖
′

𝑖 } , 𝑖 ∈ 𝐼 contains a set of all subtasks necessary for 

the functioning of business processes.  
To assess losses in materialization of threats to the bank’s IS information as-

sets, it is necessary to define a set of assessment criteria.  

Let 𝐹 = {𝑓1, … , 𝑓𝑗, … , 𝑓𝑗∗} = {𝑓𝑗, 𝑗 ∈ 𝐽}, 𝐽 = {1,2, … , 𝑗∗}, a set of criteria used 

to assess losses when materializing threats in information systems. The values 
of the criteria 𝑓𝑗 are given on the sets 𝐴𝑖  and 𝑍𝑖. 

In this case, the values of the criterion 𝑓𝑖𝑗
𝑙𝑠 = 𝑓𝑗(𝑧𝑙

𝑖, 𝑎𝑠
𝑖  ), 𝑧𝑙

𝑖 ∈ 𝑍𝑖, 𝑎𝑠
𝑖 ∈ 𝐴𝑖, 

functions 𝑓𝑖𝑗
𝑙𝑠 can be set tabular. We denote by 𝜌𝑗 , 𝑗 ∈ 𝐽 are the given weighting 

factors 𝜌𝑗  of each criterion, so that 𝜌𝑗 ≥ 0, ∑ 𝜌𝑗 𝑗∈𝐽 = 1. 

Examples of criteria 𝑓𝑗 are: “financial loss,” “damage to reputation,” “possi-

bility of functioning of the information system,” etc. The set of evaluation crite-
ria 𝑓𝑗 may vary depending on the information system, information asset and 

threat under consideration. 
To calculate the overall level of risk 𝑅 using formula (1), it is necessary to 

assess the expected losses 𝑤 that arise when materializing threats to the bank’s 
IS information assets. Expected losses are considered as a complex indicator 
that is determined based on certain loss functions: 

𝑤 = ∑ 𝜌𝑗 ∙ 𝑓𝑖𝑗
𝑙𝑠

𝑗∈𝐽 ,                 (2) 

where 𝜌𝑗  is the weight (measure of influence) of each criterion of the lowest 

level of the hierarchy, taken into account when evaluating the final results of 

losses for all IS assets; 𝑓𝑖𝑗
𝑙𝑠 is a generalized criterion indicator for the criterion 

𝑓𝑗 ∈ 𝐹 when materializing a threat 𝑧𝑙
𝑖 ∈ 𝑍𝑖 on an information asset 𝑎𝑠

𝑖 ∈ 𝐴𝑖.  
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It is proposed to calculate the values of criterion indicators 𝑓𝑖𝑗
𝑙𝑠 = 𝑓𝑗(𝑧𝑙

𝑖, 𝑎𝑠
𝑖  ) us-

ing human-machine tools, that is, a group of experts with a summary of the es-
timates obtained therefrom. 

Let: 𝐸𝑖
𝑝

= {𝑒1
𝑖 , 𝑒𝑝

𝑖 , … , 𝑒𝑝∗
𝑖 }, 𝑝 ∈ 𝑃 = {1,2, . . . , 𝑝∗} be multiple experts partici-

pating in the assessment. In practice, a set of possible experts is determined 
who take part in assessing the expected losses when materializing a threat from 
the set 𝑍𝑖  for an information asset 𝐴𝑖  according to the criterion 𝑓𝑗: 𝐸 =

⋃ 𝐸𝑖
𝑝

𝑝∈𝑃 . 

The formation of a group of experts takes into account their awareness of the 
IS under consideration, so the set of experts may differ depending on the bank’s 
IS. It is also important to note that for each expert, an indicator of their compe-
tence can be set 𝜃𝑒𝑝

𝑖 , which can be taken into account when forming a focus 

group of experts, as well as when calculating the final estimates of expected 
losses. 

The scenario for estimating expected losses is based on the systematic appli-
cation of the capabilities of the following methods: expert assessment (Saaty’s 
analytic hierarchy process (AHP),31 Delphi method22), linear convolution of cri-
teria and evaluation of the characteristics of random variables. The approach to 
solving this problem consists of the following steps, the details of which are dis-
cussed in the next section “General scheme of problem solving”:  

Step 1. Assessment by focus group experts 𝐸𝑖
𝑝

 of the probability of serving 

possible levels of loss for each criterion 𝑓𝑗 ∈ 𝐹 when materializing a threat 𝑧𝑙
𝑖 ∈

𝑍𝑖  to an information asset 𝑎𝑠
𝑖 ∈ 𝐴𝑖. 

Step 2. Estimation of expected values of loss criteria indicators 𝑓𝑖𝑗
𝑙𝑠.  

Step 3. Generalized assessment of the group of experts of the expected cri-

terion indicators of loss 𝑓𝑖𝑗
𝑙𝑠 = 𝑓𝑗(𝑧𝑙

𝑖 , 𝑎𝑠
𝑖  ). 

Since the expert works in conditions of incomplete certainty of data during 
the assessment, its opinion is based not only on existing knowledge about deci-
sion-making in these conditions, but also requires a professional intuitive anal-
ysis of the multi-factor future consequences of the threat materialization. At 
the same time, it is necessary to take into account different situational condi-
tions of the system’s functioning and possible discrepancies in the attacker’s 
target intentions. Therefore, the scenario provides for the creation of a formal-
ized tool for determining by the expert various options for the consequences of 
the threat materialization, assessing the probability of their departure and tak-
ing into account the impact on the generalized assessment of expected losses. 
In this case, it is proposed to introduce seven classes of possible losses. The 
number of classes may vary depending on the conditions of the task at hand. 
Their number may be higher or lower. There is a concept of the psychological 
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limit of a person's ability to simultaneously distinguish a certain number of ob-
jects by some property. This limit is equal to the Miller interval 7±2, that is, 9 
points are enough to create a scale on which these objects can be compared. 
Therefore, to simplify the perception of experts and conduct a qualitative as-
sessment, it is proposed to use seven classes. 

We denote the classes of loss levels by 𝑊𝑖, 𝑖 =  1, 7̅̅ ̅̅̅ (Fig.1). When assessing 
the expected losses, the expert, based on his or her experience, determines 
which of the possible seven levels of loss will lead to the materialization of a 

threat 𝑧𝑙
𝑖 to an information asset 𝑎𝑠

𝑖  under the criterion 𝑓𝑗. So, for example, the 

owner of an information resource can easily indicate the cost of the terminated 
contract or the cost of equipment and media, but one is not actually able to 
name the exact cost of the lost information. Thus, using qualitative indicators: 
small, mediocre, large, etc., the expert will be able to formally and unambigu-
ously express one’s opinion. 

The expert is given the opportunity to assess the following seven levels of 
loss: 

𝑊1 – purely optimistic losses (non-volatile and extremely low losses that will 
not change the overall state of the system);  

𝑊2 – optimistic losses (low impact – low losses that can change the overall 
state of the system, but will not affect its functioning); 

𝑊3 – low losses (losses with the minor impact that can change the overall 
state of the system and even slightly impair its functioning);  

𝑊4 – average losses (losses with a weighted average impact that can change 
the overall state of the system and its functioning, but it takes little time to re-
store operation); 

𝑊5 – high losses (losses with a significant impact, change the overall state of 
the system and significantly affect its functioning, the recovery time of the nor-
mal state of the system is quite long);  

𝑊6 – pessimistic losses (losses with a significant impact, can radically change 
the overall state of the system, have a huge impact on its functioning, the time 
and possibility of recovery is difficult to estimate, but recovery is possible); 

𝑊7 – purely pessimistic estimates (losses with global impact are extremely 
high, which can lead to a complete collapse of the system, and it is almost im-
possible to restore stable operation). 

Since the proposed gradation represents a certain qualitative scale, a scale 
for structuring preferences for each level is also established 𝑊𝑖, that is, their 

limit and average values in the range from 0 to 1 (Fig.1): {𝑊𝑖
𝑚𝑖𝑛 , 𝑊𝑖

𝑚𝑖𝑑 , 𝑊𝑖
𝑚𝑎𝑥}, 

where 𝑊𝑖
𝑚𝑖𝑑 =

𝑊𝑖
𝑚𝑖𝑛 + 𝑊𝑖

𝑚𝑎𝑥

2
⁄  (Fig.1). For example, this distribution is de-

fined in the range from 0 to 1, which is divided into 7 ranges according to the 
number of loss levels that may occur before the scenario starts. This range is  
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Figure 1: Scale for classifying the level of estimates of expected losses. 

determined by the decision-maker (DM) – the responsible employee of the 
bank. In this case, it is proposed to use a larger step of 0.2 for median classes 
and a smaller step for boundary classes, since their influence is much more sig-
nificant. The scale is determined to obtain the expected value 𝑊𝑖, based on the 
value 𝑤, formula (2). So, for example, if as a result of calculations based on ex-
pert estimates 𝑤 = 0.4, then the estimate of expected losses is based on a scale 
(Fig.1), will be at the level 𝑊4. 

The implementation of the scenario is based on a systematic analysis of the 
following components:  

• multiple protection objects – IS information assets 𝐴; 

• multiple threats 𝑍 with a certain loss value 𝑊𝑖 when materialization threats; 

• sets 𝐺 – functional tasks of the bank, the performance of which is assigned 
to the IS, ensuring the implementation of the bank’s business processes; 

• use of qualitative analysis methods with their interpretation in quantitative 
measurement in a systemically related human-machine procedure in condi-
tions of incomplete data certainty; 

• the losses in the materialization of threats are assessed taking into account 
different criteria 𝐹 for expected costs. 

The following principles of scenario construction are proposed:  

• rationality and validity, timeliness and efficiency; 

• rationality of asset decomposition levels, threats, criteria and their com-
pleteness and reliability; 

• rationality of the compromise between the level of decomposition, com-
pleteness of the information and the cost of resources for implementation; 

• rational use of intuition, knowledge and experience of a human expert; DM 
– a responsible employee of the bank who makes the final decision; 

• rational selection and systematic linking of methods for implementing task 
stages; 

• the expected losses are assessed for the established IS information asset of 
a certain level of hierarchy from the materialization of a threat of certain 
type; 
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• the basis of assessment is human-machine technology, which is based on the 
use of expert assessment methods; 

• the dominant role of expert assessments is determined and the rule is 
established – making a final decision is the prerogative of a person – a team 
of specialists responsible for the bank's security policy. At the same time, 
decision-making should be based on professionalism, awareness, intuition, 
experience of the DM and experts, so reasonable requirements for the 
composition of the group should be determined; 

• loss factors identified as the most significant in various operating conditions 
of the system are taken into account. For example, loss related to violation 
of legal requirements; financial loss from loss of information value; damage 
to the bank's reputation, etc.; 

• for each criterion, weight is set 𝜌𝑗  – a measure of the significance of the 

impact of threats on the value of an asset for each criterion; 

• criteria indicators are formed by experts based on both qualitative and 
quantitative data, most of which have latent properties. 

When conducting expert assessments, the task is to optimize the reliability of 
expert assessment in conditions of data uncertainty and the need to anticipate 
the consequences of threat materialization. To this end, a survey of various ex-
perts provides for:  

• application of the individual survey method due to the lack of information 
exchange between experts; 

• ensuring the inadmissibility of direct rejection of the individual assessment 
of each expert; 

• avoiding generalization of evaluation results with a significant spread of 
ratings; 

• providing an opportunity for the expert to identify a full range of opinions 
from purely pessimistic to optimistic; 

• ensuring that when coordinating and grouping final results, it is possible to 
find a real compromise, taking into account the opinions and level of com-
petence of each expert.  

Having defined the basic components of script construction, it is possible to 
build a basic hierarchy (Fig. 2), which is a graphical representation of the prob-
lem under consideration. The number of such hierarchies depends on the num-
ber of IS 𝑖 ∈ 𝐼 = {1,2, . . . , 𝑘∗} under consideration. 
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Figure 2: Hierarchy of the task of assessing IS expected losses 𝒊𝒌. 

General Scheme of Problem Solving 

Step 1. Assessment by focus group experts 𝐸𝑖
𝑝

of the probability of serving pos-
sible levels of loss for each criterion 𝑓𝑗 ∈ 𝐹 when materializing a threat 𝑧𝑙

𝑖 ∈ 𝑍𝑖  
to an information asset 𝑎𝑠

𝑖 ∈ 𝐴𝑖. 

For an expert assessment, the AHP method is used,40 which has proven to be an 
effective mathematical tool for a systematic approach in the study of weakly 
structured decision-making problems. The advantage of the AHP method is its 
ability to “visualize what can happen” in the obligatory condition of gradually 
clarifying and consolidating (focusing) the conclusions of various experts on 
something single. According to this method, priority solutions are selected using 
pairwise comparisons of undefined components. To represent the results of es-
timates in quantitative terms, a scale of pairwise comparisons is presented in 
(Table 1).31  

The expediency of using a discrete scale “1-9” to assess a comparative meas-
ure of the probability of different levels of loss from materialization of a threat 
is determined on the basis of the following prerequisites: 

1. The expert is given the opportunity to estimate the results and the proba-
bility of serving different levels of consequences, the qualitative differences of 
which are significant in practice, and their consideration, from one’s point of 
view, increases the reliability of the assessment results. 

 
 



Olha Izmailova et al., ISIJ 45 (2020): 89-118 
 

 100 

Table 1. Scale of pairwise comparisons. 

 

Degree of predominance of the probability 

of one level of loss over another 

Degree of predominance 

importance (significance) 

Equal probability. No predominance 1 

Weak predominance in probability. Weak 
predominance. 

3 

Significant or strong probability 
predominance. Strong predominance. 

5 

Very strong or significant probability 
predominance. A very strong predominance. 

7 

Absolute probability predominance. 9 

Interim evaluation of the degree of 
predominance 

2, 4, 6, 8 

 
2. The properties of a human expert are taken into account, which allow us 

to comfortably conduct qualitative distinctions of measures of the probability 
of waiting for the levels of loss to objects by certain degrees at a professional 
level. 

3. The AHP pairwise comparison scale is used (Table 1). 

In general, the expert is proposed to construct a matrix of pairwise compari-
sons of the degree of probability of appearance of different levels of losses 𝑊𝑖 
according to the criterion 𝑓𝑗 ∈ 𝐹 when materializing a threat 𝑧𝑙

𝑖 ∈ 𝑍𝑖  to an in-
formation asset 𝑎𝑠

𝑖 ∈ 𝐴𝑖. For the problem under consideration, 7 possible loss 
levels are established, so it is possible to construct a matrix of pairwise compar-
isons of the following form (Table 2), where 𝛼𝑚𝑞 is the preference rating given 
by the expert: 

 
Table 2. Matrix of pairwise comparisons. 

 

Level of loss/ 

Level of loss 

𝑾𝟏 … 𝑾𝒒 … 𝑾𝟕 

𝑊1 
11  … 

1q  … 
17  

… … … … … … 

𝑊𝑚 
1m  … 

mq  … 
7m  

… … … … … … 

𝑊7 
71  … 

7q  … 
77  
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Pairwise comparisons are made in terms of determining the degree of supe-
riority of one level of loss 𝑊𝑚over another by an expert 𝑊𝑞. At the same time, 

the expert's qualitative intuitive estimates are converted into quantitative ones, 
which are expressed in integers. If the level 𝑊𝑚 dominates 𝑊𝑞, then the matrix 

element corresponding to the line 𝑊𝑚 and column 𝑊𝑞 is filled with an integer 

according to Table 1, in this case, the element corresponding to the line 𝑊𝑞 and 

column 𝑊𝑚 is filled with the inverse number, i.e., a fraction 𝛼𝑞𝑚 = 1
𝛼𝑚𝑞

⁄ . If 

the level 𝑊𝑚 does not dominate 𝑊𝑞, then the opposite happens. If it is consid-

ered equal 𝑊𝑞 and 𝑊𝑚 equally likely, then put one in both positions. This matrix 

must have the property of inverse symmetry. 

A special feature of using the AHP method in the scenario under considera-
tion is the foresight and provision of tools to exclude those levels of loss that 
cannot occur from the expert's point of view. The probability of their departure 
is defined as zero, and they are excluded from comparative evaluation models. 
This allows the expert to reflect the opinion of even the only possible level of 
loss when materializing a threat. 

We denote as 𝛽𝑝 = (𝛽𝑝
𝑊1

, 𝛽𝑝
𝑊2

, … , 𝛽𝑝
𝑊𝑖

, . . , 𝛽𝑝
𝑊7

) – the vector of alterna-

tive weights 𝑊𝑖 in the expert's estimates. In this case, condition (3) must be met, 
as follows: the vector component 𝛽𝑝

𝑊𝑖
 is the probability of obtaining the loss 

level calculated and based on the estimates of the preference ratio filled in the 

cells of the matrix of pairwise comparisons by the expert 𝑒𝑝
𝑖 ∈ 𝐸𝑖

𝑝
: 

 
0 ≤  𝛽𝑝

𝑊𝑖
≤ 1, ∑ 𝛽𝑝

𝑊𝑖
= 17

𝑖=1 .                    (3) 

For example, let’s assume that an expert compares the degree of superiority 
of the level of expected losses on the information asset “file database” when 
materializing a threat of copying information by the criterion – financial loss 
from the loss of information value (Table 3). The expert considers all levels of 
loss possible when materializing a threat and conducts a comparative assess-
ment of the advantage of one level over others. 

After performing all pairwise comparisons for elements of neighbouring 
levels, we calculate the probability of serving each loss level 𝛽𝑝

𝑊𝑖
 (2) as follows: 

1) We define the normalized vector of local priorities: 

 𝑎𝑚 = √∏ 𝑎𝑚𝑞
7
𝑞=1

7
. 

2) We normalize the components of a vector 𝑎𝑚 by dividing each com-
ponent by the sum of all the components of this vector:  
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Table 3. Matrix of pairwise comparisons of predominance of the probability of differ-

ent levels of expected loss over others.  

Level 
of 
loss 

Criterion - 
the finan-
cial loss in 
case of loss 
of infor-
mation 
value 

𝑾𝟏 𝑾𝟐 𝑾𝟑 𝑾𝟒 𝑾𝟓 𝑾𝟔 𝑾𝟕 𝜷𝒑 

𝑊1 

Purely op-
timistic 
losses 

1 2 5 5 5 4 3 0,3452 

𝑊2 
Optimistic 
losses 

1/2 1 3 3 3 3 3 0,2184 

𝑊3 Low losses 1/5 1/3 1 1/4 1/4 1/4 1/4 0,0338 

𝑊4 
Average 
losses 

1/5 1/3 4 1 1/4 1/3 1/3 0,0546 

𝑊5 High losses 1/5 1/3 4 4 1 1/3 1/3 0,0811 

𝑊6 
Pessimistic 
losses 

1/4 1/3 4 3 3 1 1/3 0,1100 

𝑊7 

Purely 
pessimistic 
losses 

1/3 1/3 4 3 3 3 1 0,1569 

Total 2,68 4,67 25 19,3 15,5 11,9 8,25 1 

 

𝛽𝑝
𝑊𝑖

=  
𝑎𝑚

∑ 𝑎𝑚
7
𝑚=1

. 

According to the theoretical provisions of the AHP, there may be a situation 
of the inconsistency of the judgments of an expert or a group of experts in pair-
wise comparisons. The occurrence of inconsistency is not only allowed as an 
integral part of the method, but it also raises the question of diagnosing the 
causes and consequences of the inconsistency of expert assessments, improv-
ing and clarifying them. However, a violation of these coherences indicates a 
possible illogical assessment. The first step is to calculate the matrix of normal-
ization of expert ratings. So, in Table 5 for our example, a normalization matrix 
is given that illustrates the shift in expert estimates in assessing the advantage 
of loss levels. The normalized value 𝐻𝑚𝑞 is defined by: 
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𝐻𝑚𝑞 =
𝑎𝑚𝑞

∑ 𝑎𝑚𝑞
7
𝑚=1

.                                   (4) 

The data of the normalized matrix indicate that 𝑎𝑚𝑞 ≠
𝛽𝑝

𝑊𝑚

𝛽𝑝
𝑊𝑞

⁄  this indi-

cates that the expert’s assessments are not completely consistent. Therefore, 
the task is to diagnose the cause of inconsistency and make a decision on apply-
ing or rejecting the results of the expert's assessment. To check the consistency 
of the expert’s opinions, the following metrics are used:32 

• 𝐶𝐼 – consistency index; 

• 𝑅𝐼 – stochastic consistency coefficient, which depends on the dimension of 
the matrix and takes into account its inverse symmetric construction (Table 4); 

• 𝐶𝑅 – consistency assessment. 

 
Table 4. Stochastic consistency coefficient. 

 

Matrix size 2 3 4 5 6 7 8 9 10 

𝑅𝐼 0 0,58 0,9 1,12 1,24 1,32 1,41 1,45 1,49 

 
Also, to calculate the consistency estimate 𝐶𝑅, you need to find the eigen-

value 𝜆𝑚𝑎𝑥 of the matrix (Table 5) using the formula (5) and the eigenvector 
𝜆max 𝑚 of the matrix (6). At the same time, in conditions of the inconsistent 
agreement of opinions 𝜆𝑚𝑎𝑥, the value deviates from the order of the matrix, 
which in this case is equal to 7.  

𝜆𝑚𝑎𝑥 = ∑ 𝜆max 𝑚 × 𝛽𝑝
𝑊𝑚

7
𝑚=1 ,                               (5) 

Where 𝜆max 𝑚 is the maximum eigenvalue of the matrix (Table 5) at each loss 
level: 

 𝜆max 𝑚 =
∑ 𝑎𝑚𝑞 ∙7

𝑞=1 𝛽𝑝
𝑊𝑞

𝛽𝑝
𝑊𝑚

⁄ .                        (6) 

The next step is to determine the value 𝐶𝐼 and 𝐶𝑅: 

𝐶𝐼 =
( 𝜆𝑚𝑎𝑥 − n) 

𝑛 − 1⁄ ,                              (7) 

𝐶𝑅 = 𝐶𝐼/𝑅𝐼,                                           (8) 
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Table 5. Normalization matrix. 
 

Level 
of 

loss 

Criterion - 
the finan-
cial loss in 

case of 
loss of in-
formation 

value 

𝑾𝟏 𝑾𝟐 𝑾𝟑 𝑾𝟒 𝑾𝟓 𝑾𝟔 𝑾𝟕 Total 𝜷𝒑 𝝀𝐦𝐚𝐱 𝒎 

𝑊1 
Purely 
optimistic 
losses 

0,37 0,43 0,2 0,26 0,32 0,34 0,36 2,28 0,3452 7,36 

𝑊2 
Optimistic 
losses 

0,19 0,21 0,12 0,16 0,19 0,25 0,36 1,49 0,2184 7,79 

𝑊3 Low losses 0,07 0,07 0,04 0,01 0,02 0,02 0,03 0,27 0,0338 8,17 

𝑊4 
Average 
losses 

0,07 0,07 0,16 0,05 0,02 0,03 0,04 0,44 0,0546 8,08 

𝑊5 High losses 0,07 0,07 0,16 0,21 0,06 0,03 0,04 0,65 0,0811 8,21 

𝑊6 
Pessimistic 
losses 

0,09 0,07 0,16 0,16 0,19 0,08 0,04 0,80 0,1100 7,85 

𝑊7 
Purely 
pessimistic 
losses 

0,12 0,07 0,16 0,16 0,19 0,25 0,12 1,08 0,1569 7,76 

Total 1 1 1 1 1 1 1 7 

CI 0,117 

RI 1,32 

CR 0,089 

𝝀𝒎𝒂𝒙 7,704 

 
 
A sign of an unacceptable level of inconsistency in the expert's assessments 

is the condition 𝐶𝑅 > 0,1. 
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The value 𝐶𝑅 = 0,089 obtained based on formulas (7), (8) confirms, in our 
example, a sufficient level of consistency in the expert's assessment and the 
possibility of using the evaluation results at the next stage of scenario imple-
mentation. 

Step 2. Estimation of expected values of loss criteria indicators 𝑓𝑖𝑗
𝑙𝑠.  

Based on the results of the first step of the scenario, the probability 𝛽𝑝 =
(𝛽𝑝

𝑊1
, 𝛽𝑝

𝑊2
, … , 𝛽𝑝

𝑊𝑖
, . . , 𝛽𝑝

𝑊7
) of receiving each level of costs is determined. 

Each level of loss is characterized by the corresponding interval of a pre-set scale 
(Fig. 1). The generalized value of expected losses according to the expert's esti-

mates 𝑒𝑝
𝑖 ∈ 𝐸𝑖

𝑝
 for the criterion 𝑓𝑗 ∈ 𝐹 on an information asset 𝑎𝑠

𝑖 ∈ 𝐴𝑖 when 

materializing a threat 𝑧𝑙
𝑖 ∈ 𝑍𝑖  will be considered as a discrete random variable 

𝑉
𝑒𝑝

𝑖
𝑗

. The most likely level of expected losses 𝑊𝑖, based on the expert's estimates, 

is proposed to be determined based on a set of basic characteristics of random 

variables: the mathematical expectation of estimating losses 𝑀𝑁
𝑒𝑝

𝑖
𝑗

 for each cri-

terion  𝑓𝑗 ∈ 𝐹, variance 𝐷𝑁
𝑒𝑝

𝑖
𝑗

, coefficient of variation of estimates 𝑈
𝑒𝑝

𝑖
𝑗

 and the 

result that will be achieved with a sufficient level of confidence in the opinion 
of the DM 𝑁𝑁.  

To calculate the mathematical expectation 𝑀𝑁
𝑒𝑝

𝑖
𝑗

, previously defined values 

are used 𝑊𝑖
𝑚𝑖𝑑, as well as the corresponding probabilities 𝛽𝑝 =

(𝛽𝑝
𝑊1

, 𝛽𝑝
𝑊2

, … , 𝛽𝑝
𝑊𝑖

, . . , 𝛽𝑝
𝑊7

) calculated from expert estimates (Table 6). 

We determine the mathematical expectation 𝑀𝑁
𝑒𝑝

𝑖
𝑗

 of estimating losses 

when materializing a threat 𝑧𝑙
𝑖 ∈ 𝑍𝑖  for an information asset 𝑎𝑠

𝑖 ∈ 𝐴𝑖  for each 
criterion 𝑓𝑗 ∈ 𝐹: 

𝑀𝑁
𝑒𝑝

𝑖
𝑗

  = ∑ 𝑊𝑖
𝑚𝑖𝑑𝛽𝑝

𝑊𝑖

7
𝑖=1 .                                  (9) 

 

Table 6. Distribution line of a discrete random variable 𝑾𝒊
𝒎𝒊𝒅 in the expert's 𝒆𝒑

𝒊 ∈ 𝑬𝒊
𝒑

 

evaluation. 

 

Distribution 
indicators/ 

Level of loss 
𝑾𝟏 𝑾𝟐 𝑾𝟑 𝑾𝟒 𝑾𝟓 𝑾𝟔 𝑾𝟕 

𝑊𝑖
𝑚𝑖𝑑  0,025 0,1 0,25 0,45 0,65 0,8 0,925 

𝛽𝑝 0,3452 0,2184 0,0338 0,0546 0,0811 0,1100 0,1569 
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Mathematical expectation (9) is the centre of distribution of expert ratings 

by level 𝑊𝑖 for each criterion 𝑓𝑗. For our example, its value is 𝑀𝑁
𝑒𝑝

𝑖
𝑗

= 0.3493. 

This number for the DM means that the value of expected losses, that is 𝑉
𝑒𝑝

𝑖
𝑗

, 

corresponding to the expert's estimates 𝑒𝑝
𝑖 ∈ 𝐸𝑖

𝑝
 for the criterion 𝑓𝑗 ∈ 𝐹 on an 

information asset 𝑎𝑠
𝑖 ∈ 𝐴𝑖 when materializing a threat 𝑧𝑙

𝑖 ∈ 𝑍𝑖 , will be at the 
level with insignificant impact 𝑊3. 

The mathematical expectation is not only the centre of distribution of expert 
estimates, but, in fact, can be considered as a final estimate. However, this value 
can be the only indicator for the previous stage of evaluation only if the expert's 
ratings are slightly scattered. In conditions where the expert estimates wide in-
tervals of loss levels in anticipation of the future consequences of a threat, it is 

considered appropriate for the decision-maker (DM) to present a value 𝑉
𝑒𝑝

𝑖
𝑗

 with 

the addition of an indicator 𝑉𝑁
𝑒𝑝

𝑖
𝑗

 that guarantees that the level of loss will not 

exceed with a certain DM's confidence 𝑁𝑁.  

𝑉
𝑒𝑝

𝑖
𝑗

= {𝑀𝑁
𝑒𝑝

𝑖
𝑗

;  𝑉𝑁
𝑒𝑝

𝑖
𝑗

}.                                         (10) 

So, in our example, the expert assumes all levels of threat, and, in fact, takes 
into account both optimistic, pessimistic, and pragmatic consequences of ma-
terializing a threat for an information asset. Under these conditions, to improve 
the results of decision-making by the DM in conditions of uncertainty, it is pro-
posed to provide these two indicators for further analysis, taking into account 
other properties of the sample, including scattering indicators. 

The degree of dispersion of expert estimates is evaluated based on the coef-
ficient of variation 𝑈𝑒𝑙

 determined based on the ratio:  

𝑈
𝑒𝑝

𝑖
𝑗

=

√𝐷𝑁
𝑒𝑝

𝑖
𝑗

𝑀𝑁
𝑒𝑝

𝑖
𝑗 ,                                                 (11) 

where 𝐷𝑁
𝑒𝑝

𝑖
𝑗

 is the variance of the expert’s estimates calculated as follows: 

𝐷𝑁
𝑒𝑝

𝑖
𝑗

= ∑ (𝑊𝑖
𝑚𝑖𝑑 − 𝑀𝑁

𝑒𝑝
𝑖

𝑗
)2𝛽𝑝

𝑊𝑖

7
𝑖=1 .                       (12) 

 

The degree of scattering will be considered weak if 𝑈
𝑒𝑝

𝑖
𝑗

< 10%; if 𝑈
𝑒𝑝

𝑖
𝑗

 from 

11-25%, then average; and significant when 𝑈
𝑒𝑝

𝑖
𝑗

> 25%. In our example, the 
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variance is 𝐷𝑁
𝑒𝑝

𝑖
𝑗

=0.1324, the coefficient of variation is 𝑈
𝑒𝑝

𝑖
𝑗

=1.0418, which in-

dicates a large dispersion of the expert's estimates. Experience shows that a 
large value of the coefficient of variation is an essential feature for the DM of 
the expediency of decomposing the criterion under consideration into compo-
nent criteria and conducting additional iterations of evaluation based on them. 
Thus, in our example, the expert assesses the level of expected financial losses. 
Total financial losses are considered as a criterion for a lower level of decompo-
sition. A high level of scattering of estimates is recommended to be considered 
as a sign of the feasibility of further decomposition of the criterion. For example, 
it is advisable to make an assessment based on the following criteria: financial 
losses in the implementation of the bank's business processes, financial losses 
from the loss of copyright in development, financial losses in the calculation of 
wages. Another way is to make a decision by the DM on whether it is appropri-

ate to take into account in decision-making an indicator 𝑉𝑁
𝑒𝑝

𝑖
𝑗

 that will be 

achieved with a sufficient level of confidence, 𝑁𝑁 from the DM's point of view. 

Let's say the DM set 𝑁𝑁 to = 0.8. To determine this 𝑉𝑁
𝑒𝑝

𝑖
𝑗

, an analysis of the 

distribution of loss levels is carried out according to the expert's estimates. 

It is necessary to find such 𝑉𝑁
𝑒𝑝

𝑖
𝑗

 that: 

𝑉𝑁
𝑒𝑝

𝑖
𝑗

 = ∑ 𝛽𝑝
𝑊𝑖

𝑛
𝑖=1 ,                                        (13) 

𝑉𝑁
𝑒𝑝

𝑖
𝑗

≤ 𝑁𝑁,                                               (14) 

where 𝑁𝑁 is the established DM's confidence level, which in our example is 0.8, 
and 𝑛 is the sequence number of the component of the probability 𝛽𝑝

𝑊𝑖
vector 

𝛽𝑝, which in sum with the previous ones according to (13) gives a value that 

satisfies condition (14). For our example 𝑉𝑁
𝑒𝑝

𝑖
𝑗

 = 0.73. Thus, the result of the 

expert's assessment of the value 𝑉
𝑒𝑝

𝑖
𝑗

 according to (10) is: 𝑉
𝑒𝑝

𝑖
𝑗

 = {0,3493; 0,73}. 

For the DM, this means that according to the expert's estimates 𝑒𝑝
𝑖 ∈ 𝐸𝑖

𝑝
, 

with a probability of 0.8, the level of expected losses will not exceed high losses 

(𝑊5) according to the criterion 𝑓𝑗 ∈ 𝐹 when materializing a threat 𝑧𝑙
𝑖 ∈ 𝑍𝑖 to an 

information asset 𝑎𝑠
𝑖 ∈ 𝐴𝑖. Since several experts are involved in the assessment, 

the next step is to calculate the generalized estimate and get the value 𝑓𝑖𝑗
𝑙𝑠 =

𝑓𝑗(𝑧𝑙
𝑖, 𝑎𝑠

𝑖  ). 
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Step 3. Summary assessment of the expected loss criteria by the expert group 

𝑓𝑖𝑗
𝑙𝑠 = 𝑓𝑗(𝑧𝑙

𝑖 , 𝑎𝑠
𝑖  ). 

The task is to summarize the estimates based on the criterion 𝑓𝑗 ∈ 𝐹 for ma-

terialising a threat 𝑧𝑙
𝑖 ∈ 𝑍𝑖  to an information asset 𝑎𝑠

𝑖 ∈ 𝐴𝑖, which were obtained 

for each expert from the group of experts 𝐸𝑖
𝑝

∈ 𝐸. In other words, the result of 

solving this problem will be the result 𝑓𝑖𝑗
𝑙𝑠 = 𝑓𝑗(𝑧𝑙

𝑖, 𝑎𝑠
𝑖  ) for the criterion 𝑓𝑗, gen-

eralised by the group of experts 𝐸𝑖
𝑝

. At the same time, a ranking procedure is 

proposed that allows the DM to find a rational compromise in the assessments 
of experts, taking into account the full range of their opinions and excluding 
unjustified rejection of individual assessments. To implement this procedure, 
the main idea of the Delphi method 22 is used. According to the ideas of the 
Delphi method, the procedure for grouping results proposed in this scenario is 
based on the following provisions: 

• conducting a survey of experts by individual assessment, provided that 
there is no exchange of information between experts; 

• following the principles and approaches of the group random sampling, a 
prerequisite for the possibility of generalizing results is the assessment and 
analysis of the sufficiency of consistency measure of experts' opinions; 

• conducting consistency analysis and determine boundary estimates, if nec-
essary;  

• analysis by each expert of the results of the group assessment obtained 
and argumentation of their opinions by the "authors" of extreme assess-
ments; 

• enabling experts to repeat the survey procedure; 

• making a decision by the DM to move to the definition of integrated as-
sessment while achieving a sufficient degree of coherence of expert opin-
ions. In conditions of insufficient consistency, the DM makes one of the 
alternative solutions: the transition to a comprehensive assessment with-
out taking into account the opinions of the authors of “extreme” assess-
ments, if their number does not exceed the established limit (for example, 
20 %), or the postponement of the assessment process;  

• establishing a comprehensive assessment, taking into account the level of 
competence of each expert.  

In this scenario, it is considered rational to analyse the degree of consistency 
of expert opinions based on the basic results of expert evaluation. An approach 
is proposed to check the degree of consistency of expert assessments results 
based on their ranking.33 Let's illustrate the content of the approach by using 

the example of processing the results of assessments by five experts 𝐸𝑖
𝑝

=

{𝑒1
𝑖 , 𝑒2

𝑖 , 𝑒3
𝑖 , 𝑒4

𝑖 , 𝑒5
𝑖 }. Let's assume that when assessing the level of loss according 



Assessing the Expected Losses from Threats to Banking Information Systems 
 

 109 

to the criterion 𝑓𝑗 for materializing a threat 𝑧𝑙
𝑖 to an information asset 𝑎𝑠

𝑖 , the 

following results were obtained 𝛽𝑝
𝑊𝑖

 (Table 7). 

Based on the data from Table 7, a matrix of ranking evaluation results is 
formed as presented in Table 8.  

We denote the rating of the assessment as: 𝑅𝑊𝑖

𝑝
, where 𝑝 is the ordinal num-

ber of the expert 𝑒𝑝
𝑖 ∈ 𝐸𝑖

𝑝
 whose estimates are considered, and 𝑊𝑖 is the level 

of loss 𝑖 = 1,7̅̅ ̅̅ . 
Ranking is carried out as follows: rank 1 is assigned to the level of loss 𝑊𝑖 that 

is achieved with the highest degree of probability 𝛽𝑝
𝑊𝑖

 (according to the ex-

pert's estimates), rank 2 – to the next highest value, etc. If the expert evaluates 
the degree of probability of different levels in the same way, then the same 
arithmetic mean values are given. 

 
 

Table 7. Results of evaluation of the probability of occurrence the levels of loss by 

experts. 

 

Expert 𝒆𝒍/ 

Probability 
of occur-
rence of 
the levels 
of loss 

𝑾𝟏 𝑾𝟐 𝑾𝟑 𝑾𝟒 𝑾𝟓 𝑾𝟔 𝑾𝟕 

𝜷𝟏
𝑾𝒊

  0,3452 0,2184 0,0338 0,0546 0,0811 0,1100 0,1569 

𝜷𝟐
𝑾𝒊

  0,3580 0,346 0,041 0,012 0,1112 0,1314 0,022 

𝜷𝟑
𝑾𝒊

  0,244 0,2512 0,1133 0,054 0,0812 0,1133 0,1431 

𝜷𝟒
𝑾𝒊

  0,3506 0,2115 0,0390 0,0653 0,0967 0,1636 0,1214 

𝜷𝟓
𝑾𝒊

  0,2251 0,1834 0,051 0,1121 0,1231 0,2113 0,094 

 
We also denote the total rank for the loss level 𝑊𝑖 as 𝑅𝑊𝑖

: 
 

𝑅𝑊𝑖
= ∑ 𝛽𝑝

𝑊𝑖

5
𝑝=1 .                                        (15) 
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Table 8. Evaluation results ranking. 

 

Expert/ Probabil-
ity of occurrence 
of the levels of 
loss 

𝑾𝟏 𝑾𝟐 𝑾𝟑 𝑾𝟒 𝑾𝟓 𝑾𝟔 𝑾𝟕 

𝜷𝟏
𝑾𝒊

  1 2 7 6 5 4 3 

𝜷𝟐
𝑾𝒊

  1 2 5 7 4 3 6 

𝜷𝟑
𝑾𝒊

  2 1 4,5 7 6 4.5 3 

𝜷𝟒
𝑾𝒊

  1 2 7 6 5 3 4 

𝜷𝟓
𝑾𝒊

  1 3 7 5 4 2 6 

Total rank (𝑹𝑾𝒊
) 6 10 30,5 31 24 16,5 22 

 
The coefficient of concordance (consistency) of expert opinions 𝐾 is calcu-

lated,33 which reflects the ratio of the maximum possible variance of expert rat-
ings (with full consistency of expert opinions when ranking results) and the real 
variance: 

𝐾 =  
12𝑆

𝑃2(𝑛3−𝑛)−𝑛 ∑ 𝑇𝑙5
𝑝=1

,                                         (16) 

where: 𝑆 = ∑ (𝑅𝑊𝑖

𝑝7
𝑖=1 − 𝑅𝑚𝑖𝑑)2, 𝑅𝑚𝑖𝑑 = 0,5𝑃(𝑛 + 1), 𝑇𝑝 = ∑ (𝑡3𝑚

𝑖=1 − 𝑡), 𝑃 

are the number of experts, 𝑛 is the number of loss levels 𝑆𝑖, 𝑡 is the number of 

repetitions of rank 𝑅𝑊𝑖

𝑝
 in the expert ranking 𝑒𝑝

𝑖 , 𝑚 is how many times in the 

expert ranking 𝑒𝑝
𝑖  there was a repetition of rank 𝑅𝑊𝑖

𝑝
. 

The value of the concordance coefficient K is in the range from 0 to 1, a higher 
value determines a higher level of consistency of expert opinions. If the experts' 
opinions are fully consistent, the concordance coefficient K will be equal to one, 
and if the experts' opinions are completely inconsistent, it will be zero. The limit 
value 𝐾гр that is considered sufficient is set by the DM. As a rule, a value 𝐾гр ≥
0,6 is recommended. If 𝐾 > 𝐾гр, the experts’ opinions are considered con-
sistent. For our example 𝐾 = 0,803, which determines a sufficient level of con-
sistency of experts' opinions. 

If the concordance coefficient K is less than 0.6, this indicates the need for 
the DM to take additional actions to improve the evaluation results, namely, to 
analyse the causes of inconsistency and search for ways to eliminate them.  
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If an unacceptable measure of the inconsistency of experts’ opinions is estab-
lished when considering one or more criteria, it is proposed to identify experts 

who are the authors of marginal estimates. The average value 𝑋𝑊𝑖

𝑚𝑖𝑑  of experts’ 

ratings for each 𝑊𝑖 is calculated without taking into account the limit values, 
that is, the ratings of those experts who made unacceptable inconsistencies: 

𝑋𝑊𝑖

𝑚𝑖𝑑 =
𝑅𝑊𝑖

−(𝛽𝑚𝑖𝑛
𝑊𝑖

𝑁𝑚𝑖𝑛+𝛽𝑚𝑎𝑥
𝑊𝑖

𝑁𝑚𝑎𝑥)

𝑃−(𝑁𝑚𝑖𝑛+𝑁𝑚𝑎𝑥)
, 

where 𝑁𝑚𝑖𝑛 is the number of experts who provided minimum marginal esti-

mates 𝛽𝑚𝑖𝑛
𝑊𝑖

, 𝑁𝑚𝑎𝑥 is the number of experts who provided maximum mar-

ginal estimates 𝛽𝑚𝑎𝑥
𝑊𝑖

. Deviations ∇𝑚𝑖𝑛 and ∇𝑚𝑎𝑥are defined: ∇𝑚𝑖𝑛=  𝑋𝑊𝑖

𝑚𝑖𝑑 −

𝛽𝑚𝑖𝑛
𝑊𝑖

, ∇𝑚𝑎𝑥= 𝛽𝑚𝑎𝑥
𝑊𝑖

− 𝑋𝑊𝑖

𝑚𝑖𝑑. Experts who have given marginal estimates 

in which the values ∇𝑚𝑖𝑛 or ∇𝑚𝑎𝑥 exceed the permissible deviation value pre-
determined by the DM ∇ are invited to argue their point of view. Taking into 
account these arguments, the DM discusses the situation with a group of ex-
perts. According to the Delphi method, experts, when agreeing with the argu-
ments of the authors of extreme points, are given the opportunity to change 
their estimates and conduct a second evaluation stage. If the appropriate level 
of consistency of views has not been achieved after re-evaluation, the decision 
on further decision-making is made by the DM. 

The final results of loss assessment according to the established criteria are 
formed taking into account the opinions of all experts who have passed the con-

sistency check. Generalized by the group of experts 𝐸𝑖
𝑝

= {𝑒1
𝑖 , 𝑒𝑝

𝑖 , … , 𝑒𝑝∗
𝑖 }, the 

values of the mathematical expectation 𝑀𝑁
𝐸𝑖

𝑝
𝑗

 of the expected result of the loss, 

the variance of estimates 𝐷𝑁
𝐸𝑖

𝑝
𝑗

 and the value of the result 𝑉𝑁
𝐸𝑖

𝑝
𝑗

 that will be 

achieved with a set level of confidence are determined using the relations:  

𝑀𝑁
𝐸𝑖

𝑝
𝑗

= ∑ 𝑀𝑁
𝑒𝑝

𝑖
𝑗

𝛼𝑒𝑝
𝑖

𝑃
𝑝=1 ,                                    (17) 

where 𝛼𝑒𝑝
𝑖  is the comparative coefficient of expert competence in this expert 

group, and 𝑃 is the number of experts: 

𝛼𝑒𝑝
𝑖 =

𝜃
𝑒𝑝

𝑖

∑ 𝜃
𝑒𝑝

𝑖
𝑃
𝑝=1

,                                            (18) 

where 𝜃𝑒𝑝
𝑖  is the expert’s competence indicator in the assessment scale from 0 

to 100. 
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Table 9. Results of evaluations of an expert group. 

 

Exp-
ert 

code 

𝜽𝒆𝒑
𝒊  𝜶𝒆𝒑

𝒊  Probability of occurrence of the level of loss (𝑾𝟏 − 𝑾𝟕) 𝑴𝑵
𝒆𝒑

𝒊
𝒋

 𝑽𝑵
𝒆𝒑

𝒊
𝒋

 

𝒆𝟏
𝒊  100 0,244 0,35 0,218 0,034 0,055 0,081 0,110 0,157 0,35 0,73 

𝒆𝟐
𝒊  80 0,195 0,36 0,346 0,04 0,012 0,111 0,131 0,022 0,43 0,55 

𝒆𝟑
𝒊  80 0,195 0,24 0,251 0,113 0,054 0,081 0, 113 0,143 0,41 0,7 

𝒆𝟒
𝒊  75 0,183 0,35 0,212 0,04 0,065 0,097 0,163 0,121 0,47 0,65 

𝒆𝟓
𝒊  75 0,183 0,23 0,183 0,05 0,112 0,123 0,211 0,094 0,48 0,85 

Generalized indicators 0,45 0,7 

 

𝐷𝑁
𝐸𝑖

𝑝
𝑗

= ∑ 𝐷𝑁
𝑒𝑝

𝑖
𝑗

𝛼𝑒𝑝
𝑖

𝑃
𝑝=1 ,                                 (19) 

𝑉𝑁
𝐸𝑖

𝑝
𝑗

= ∑ 𝑉𝑁
𝑒𝑝

𝑖
𝑗

𝛼𝑒𝑝
𝑖

𝑃
𝑝=1 .                                (20) 

Table 9 shows the results of evaluating the generalized indicator of financial 
costs on the information asset "file database" when materializing the threat of 
copying information, which is determined taking into account the assessments 
of five experts with the established level of competence. 

When determining the complex indicator of expected loss (2), the mathemat-

ical expectation 𝑀𝑁
𝐸𝑖

𝑝
𝑗

 of the expected result of the loss and the value of the 

result 𝑉𝑁
𝐸𝑖

𝑝
𝑗

 that will be achieved with the level of confidence set by the DM will 

be a generalized indicator 𝑉
𝐸𝑖

𝑝
𝑗

= {𝑀𝑁
𝐸𝑖

𝑝
𝑗

; 𝑉𝑁
𝐸𝑖

𝑝
𝑗

} (where 𝑓𝑖𝑗
𝑙𝑠 = 𝑀𝑁

𝐸𝑖
𝑝

𝑗
) of the 

expected loss for each criterion. So, for example, according to the obtained 

values, the generalized criterion indicator 𝑓𝑖𝑗
𝑙𝑠 will have a value of 0.42. This 

means that the expert group believes that the expected loss will be at the same 
level 𝑊4, i.e., average losses (Fig. 1), but since  

𝑉𝑁
𝐸𝑖

𝑝
𝑗

 = 0.69, with a certain degree of confidence 𝑁𝑁 = 0,8, the losses will not 

exceed 𝑊5, that is high losses. 
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Conclusions 

The information technology developed from a system perspective for imple-
menting scenarios for solving the actual problem of assessing expected losses 
in the organization of information security of banks can be used in the study of 
security problems for various organizational systems.  

Taking into account the variety of problems and the weak structure of the 
data that characterize them, the scenario is built based on systemically related 
models and methods based on the use of dominant expert opinion, the validity 
of the application and the expansion of the possibilities of mathematical and 
logical methods of expert assessment to formalize decision-making processes. 

In order to increase the effectiveness of the results obtained, special atten-
tion should be paid to: 

1) selection of a group of experts, namely, analysis, evaluation and formal-
ized consideration of the measure of their competence (17)-(20), (Table 
9);  

2) monitoring the sufficiency of the measure of the logic of experts’ opin-
ions (3)-(15), (Table 4, 5), the degree of dispersion of assessments of an 
individual expert (11), (12) and compliance with the established re-
quirements for the degree of opinions consistency from different ex-
perts (16); 

3) when assessing the possibility of losses, take into account not only the 
expected financial losses, but also the generalized indicator of expected 
losses, based on the entire set of criteria. In particular, taking into ac-
count the multi-factor consequences of the materialization of each 
threat on the asset under consideration. 

The proposed method of grouping the results of loss assessment by various 
experts, based on the main principles of the Delphi method, provides additional 
opportunities for the DM when searching for a rational compromise in expert 
assessments, taking into account the full range of their opinions (Table 7, Fig. 
2). At the same time, formalized control of the degree of consistency of their 
estimates is provided based on mathematical analysis of the results by ranking 
grades (15), (16), (Table 8). In conditions of violation of the degree of con-
sistency, based on the analysis of the results, “authors of extreme points” are 
identified, which are subjects of an unacceptable level of branching of estimates 

𝑋𝑊𝑖

𝑚𝑖𝑑, ∇𝑚𝑖𝑛 and ∇𝑚𝑎𝑥 and a ‘mechanism’ for smoothing the evaluation results 

is applied.  
It should be noted that this scenario has not yet presented a method for 

assessing the weight of criteria and methods for auditing the competence of 
experts in the dynamics of their work based on the accumulation of relevant 
statistical material. These methods are planned to be developed in further stud-
ies of the proposed scenario.  
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The article presents the basic provisions for constructing a scenario for solv-
ing the problem of estimating expected losses that arise when materializing 
threats to the bank's IS. The developed approach is implemented in the form of 
information technology that systematically connects mathematical models and 
methods of expert assessment (AHP, Delphi), multi-factor assessment using the 
linear convolution of criteria, and a comprehensive assessment of the expected 
characteristics of losses as probabilistic quantities. The task of estimating the 
probability of serving possible levels of loss for each criterion by an expert is 
based on the use of the hierarchy analysis method. The determining factor in 
improving the effectiveness of evaluation is the peculiarity of the proposed pro-
cess implementation technology and mathematical and logical apparatus, 
which allow the expert to take into account sets of criteria of different levels of 
hierarchy, determined qualitatively and numerically.  

The developed approach, models and methods used by the expert in as-
sessing the expected values of the loss criterion indicators are aimed at increas-
ing the reliability of the results obtained. This is achieved because it is possible 
to choose evaluation options based on different approaches to processing ex-
pert estimates. The choice of finishing option is the prerogative of the DM. A 
special feature of the proposed method is that to make a decision, the DM gets 
the opportunity to be guided by the results of analysing the degree of dispersion 
of expert assessments and influence the reliability of the results to find a ra-
tional compromise. The criterion for the validity of generalization of results for 
the DM is a measure of the consistency of expert opinions, determined based 
on the concordance coefficient. Expert compromise assessments are formed by 
the DM taking into account the full range of expert opinions and excluding un-
justified rejection of individual assessments.  

If the value of the concordance coefficient is low, estimates are iteratively 
matched with the discussion of negative results and deviations, according to the 
decision of the DM, of unjustified “limit” estimates. A significant lever for im-
proving the generalized assessment reliability is to take into account the pro-
fessional competence of each expert, which is determined by a point scale. 
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