
WEVERIFY: ASSISTIVE AI TOOLS FOR ANALYSING FALSE

CONTENT, DISINFORMATION FLOWS, AND ONLINE INFLUENCE

CAMPAIGNS

Kalina Bontcheva
University of Sheffield

K.Bontcheva@sheffield.ac.uk

@kbontcheva

1

mailto:K.Bontcheva@sheffield.ac.uk


https://twitter.com/WeVerify

How can digital technologies facilitate the detection and 
analysis of false information?

➢ Automatically monitor multiple social platforms

➢ Detect fast-spreading content - candidate for verification

➢ Gather evidence about source trustworthiness

➢ Help verify images and videos

➢ Flag suspicious claims and textual content

➢ Help analyse the target recipients and disinformation spread

➢ Provide a shared repository of already debunked content

➢Measure the impact of debunking strategies
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https://twitter.com/WeVerify

WeVerify: Forthcoming tools

➢ Cross-modal and cross-platform approach

• Fringe + main platforms; Evidence from text, images, and videos; deep fakes

➢ Overcome effort fragmentation 

• A blockchain-based, authoritative database of already debunked fake items

➢ Verification made simple

• A digital companion for citizens and an advanced version for journalists

➢ Look beyond the content  

• Analysis of disinformation source, spread strategies, and community networks

➢ Build a community, not just technology

• Pilot with large stakeholder communities
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WeVerify: Next Generation Verification Tools

@WeVerify



Chrome/Firefox Image & Video Verification Plugin

➢Verify Images and Videos

➢ Search and inspect manually past tweets around specific events

➢Download: https://weverify.eu/verification-plugin/

➢Open source & free-to-use
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Verifying Videos  

https://twitter.com/dteyssou/status/1052075694694559745

Target: Belgian 

MEP Guy 

Verhofstadt

Agent: 

Hungarian 

government



Chrome/Firefox Verification Plugin: Demo videos

➢Analyse Facebook, Twitter, or YouTube Videos (demo): 
https://www.youtube.com/watch?v=eEVTYq1LMxM

➢Analysing keyframes in videos (demo): https://youtu.be/iNs8y5DoxP8 

➢ Analyse YouTube video thumbnails (demo): https://youtu.be/Vn0XGlOkSRQ

➢ Searching for past tweets and other advanced features (demo):
https://youtu.be/wzMCtpENuHA

➢ Image Magnifier: https://youtu.be/JljRs8p4aK4

➢ Image Metadata Analyzer + Geolocation (demo): https://youtu.be/Mg6Z-
Jc54yo

➢ Image and Video Forensics (demo): https://youtu.be/de862rAPne4

➢Other demos and tutorials: See Tutorial tab in the plugin 
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Verifying Rumours and Analysing Conversational Threads

➢ Rumour is “a circulating story of questionable veracity, which is apparently credible but hard 
to verify, and produces sufficient skepticism and/or anxiety” 

➢ Key is not only whether it is true or false, but also:
• Who is spreading it?
• Are people believing it?

• Rumour stance: support, deny, question, comment
• Do we need to debunk it or not?

➢Assist journalists through automated analysis embedded in a user-friendly tool

➢The tool is undergoing testing, to be integrated within the Browser Plugin you saw earlier

➢ Demo link: https://tweetveracity.gate.ac.uk/

• Try with: https://twitter.com/xoxo_mindy/status/1114002535059263488

• Also with: https://twitter.com/GargaC/status/1122045476889477120 to see the replies and their stance
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PHEME: Analysing Rumours Automatically

@PhemeEU



Verifying Rumours and Analysing Conversational Threads
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Verifying Rumours: Demo Example 2
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Verifying Rumours and Analysing Conversational Threads (2)
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Analysing Memes and Adverts
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➢ Above are adverts circulating on Facebook during the UK EU membership referendum 

• disclosed by Facebook to the DCMS Parliamentary Committee 

➢ Demo link: http://demos.gate.ac.uk/weverify/ocr/

• Try with the different demo memes provided on the demo page

• Highly colourful text benefits from B&W or Grayscale conversion prior to processing

• OCR tech usually trained on black text on white background

http://demos.gate.ac.uk/weverify/ocr/


Analysing Memes and Adverts: Example Ad 1
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Settings: Convert to black & white and Invert; No post-processing



Suavelos: WeVerify SNA Visualisation Tool

Suavelos Study (Le Monde)

https://www.disinfo.eu/2019/0
9/11/suavelos-white-
supremacists-funded-through-
facebook/
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Suavelos: Focusing on a Specific Community
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Suavelos: Mapping Interactions over Time
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TrulyMedia: Collaborative Verification Tool
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TrulyMedia: Verify Content
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Multilingual Disinformation

Credit: Denis Teyssou (AFP) 
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Google is getting confused

Credit: Denis Teyssou (AFP) 



Database of Known Fakes: Overview 
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➢Store previous debunked content

➢Useful for professionals, non-professionals and data 
scientists

➢Quickly find known fake images, videos, and false narratives

➢Main challenges include technology (scalability) and ethics 
(right to be forgotten)



Elections: Online Abuse & Misinformation 
Abuse of Politicians in UK elections 2015 & 2017 (& 2019)

● Abuse quantity doubled and now doubled yet again 
● Abuse is spiky in nature

Misinformation in UK EU membership referendum 2016

Post-truth politics:  "£350 million" figure widely shared, false
Propaganda and fake news: state-owned propaganda sites and fake news sites  
widely shared, mostly by leavers
Partisan media:  role of the hyper-partisan sites in particular
Polarised crowds: studied the leave/remain camps

Abuse and misinformation are hard to 
research - ephemeral evidence on social 
platforms 



Can we trust the platforms to police 
themselves?

● Twitter gave US Congress a set of around 2k Internet Research Agency 
linked accounts

● We helped BuzzFeed journalists uncover 45 new bot accounts that 
Twitter missed

Demonstrated that platforms need some independent oversight



Major Challenges Ahead

➢Researching elections and disinformation online is very hard

• Data and evidence is continuously deleted

➢Preserving important social media content for future studies

• Regulate social platforms to be obligated to do it

➢ Establish policies for ethical, privacy-preserving research and data analytics

➢ Independent measurement of the effectiveness of technological solutions 
implemented by social media platforms 
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A Final Thought

● Freedom of expression and AI tools for disinformation

○ Focus on limiting the spread, not banning the false content as this 

introduces risks of restricting or censoring free speech

○ Making platforms responsible to remove disinformation could lead to 

collateral censorship - platforms over-censor to avoid liability

○ AI algorithms contain implicit bias and thus need oversight



Project Contacts
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• Dr. Milena Yankova-Doseva       

Project Coordinator, Ontotext AD

email:milena.yankova@ontotext.com

• Zlatina Marinova

Administrative Coordinator, Ontotext AD

email: zlatina.marinova@ontotext.com

• Prof. Kalina Bontcheva

Scientific Director, University of Sheffield

email: k.bontcheva@sheffield.ac.uk

•

• Nikos Sarris

Exploitation Director, ATC 

email: n.sarris@atc.gr

• Denis Teyssou 

Innovation Manager, AFP 

email: denis.teyssou@afp.com

• Jochen Spangenberg

Dissemination Lead, DW

email: jochen.spangenberg@dw.com
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Thank you for your attention!
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Further information in this STOA report:

Alaphilippe, A., Bontcheva, K., Gizikis, A. Automated tackling of 
disinformation: Major challenges ahead.

http://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_STU(2019)624278
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